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ABSTRACT 
Over the past decade there has been a huge increase in the sales volume of smart phones and other connected devices all over the 

world. The number of connected devices worldwide is expected to cross 50 billion by the year 2020. With this unprecedented 

growth of connected devices, comes a unique opportunity to network all these billions of devices to form a worldwide platform for 

next-generation technological development. This new platform envisioned is called internet of things (IOT). It can help build vast 

networks that can increase productivity and efficiency in industrial plants, manufacturing sector, business organizations and 

several other fields. However such a great scale of networking also presents complex challenges to the scientific, engineering and 

business communities.  Towards IOT development one of the hurdles is the development of a universal architecture. In this 

context, a flexible and scalable architecture for IOT becomes immensely important. In this research paper, we discuss reference 

architecture for IOT. A detailed discussion about the various layers of architecture is provided. Some of the applications of IOT 

such as smart houses, IOT based medical devices and smart vehicles using IOT are discussed. 
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INTRODUCTION 

 
The Internet of Things (IOT) is being touted as the next evolution of the internet in an unprecedented way. 

The development of IOT has received wide spread attention across the entire globe. The developments in IOT 
have the potential to revolutionize the businesses, markets, hospitals, schools, automobiles, farming and many 
aspects of human development [1]. 

The development of IOT is closely related to the explosive growth in the manufacturing of hand-held 
devices, tablets, smart phones and embedded devices. Over the last few decades, several significant advances in 
VLSI technology, IC fabrication and signal processing, have led to the rapid development of a plethora of 
embedded devices, tablets and smart phones, such that the number of connected devices has exceeded the total 
human population count.  

In Figure1, the growth of connected devices is presented for various periods of time over the last several 
years and including estimates for the near future. The bar graph is plotted showing the total number of connected 
devices in billions. In the year 2003, the number of connected devices was 0.5 billion. In the year 2010, the 
number of connected devices was 12.5 billion and more than the population of human race [2]. 
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Fig. 1: A depiction of year wise growth of connected devices. 

 
By the year 2020, the total number of connected devices is expected to across the 50 billion mark. With 

such a huge number of smart devices provided with connectivity, comes the unprecedented opportunity to 
network these devices in a suitable for the progress of society. IOT is nothing but a networking platform for 
connecting these billions of devices across the entire planet.  

The development of internet heralded a new scale of development in past few decades. Internet has made 
several significant novel contributions to the human society. Due to the development of internet, the number of 
human beings engaged in online shopping is in millions. The report by Forrester Research predicted that the 
revenue from online shopping in United States of America could be a whopping amount of 280 billion dollars in 
the year of 2015 [3]. The progress of internet technology has led to millions of people using internet banking. 
The report by Gartner group estimated that 47% of adults in United States of America use internet banking [4]. 
Just to name few applications, from online shopping to internet banking, the technology of internet has made 
profound impact on the life style of millions of human beings. Considering the significant progress made by the 
internet technology over the past five decades, the vision of IOT to form the next-generation network of the 
various embedded devices or smart things can soon be a concrete reality in near future.  

 
Iot As A Network Of Networks: 

IOT can be envisioned as a network which consists of several networks. For example, the current 
commercial aircrafts have multiple networks to control engine function, safety features, communication systems 
and so on. 

Even some of the residential houses have network systems for heating, air conditioning, security and 
communication. With the development of Internet of Things, there will much more inter-connection, exchange 
of information and communication between all the available networks and we can explore new vistas in 
networking. Figure 2 provides a depiction of IOT as a mega-network connecting several specific networks. In 
the below diagram, a user in the home network can seamlessly connect to the health network and access medical 
information in case of health emergency situation. Another user in the home network, who is interested in 
buying a new car, can access information about automobiles from the cars network. 
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Fig. 2: A diagrammatic representation of IOT as network of networks. 
 
Architecture Of Internet Of Things: 

IOT encompasses a variety of technologies. Some of the key technologies involved in IOT are given below. 
• Communication technology 
• Data and signal processing technology 
• Identification technology 
• Network technology 
• Power and energy storage technologies. 
 
IOT architecture keeps changing according to its application. A reference model which is the basic skeletal 

architecture of IOT is presented in this section. There are five layers which represent the whole IOT structure 
[5]. 

• Device layer 
• Access management layer 
• Transport layer 
• Event processing layer 
• Applications layer 
Now we will discuss about the working and operation of each layer in detail. 
 

3.1 Device Layer: 
The device layer is the bottom most layer and is the most basic layer in the IOT architecture. Here there are 

some minimum requirements for the devices to be considered as IOT devices. The device must be indirectly or 
directly attached to the internet [6]. Some of the possible IOT devices that can be included in the device layer of 
the IOT architecture are listed below:  

• Android smart phones 
• Biomedical chips 
• Electronic sensors 
• Bluetooth or Bluetooth Low Energy devices  
• ZigBee devices 
Many other such devices which are connected to the internet can also be considered. All the devices must 

have universally unique identity also known as UUID and that particular identifier for that device should be 
stored in a nonvolatile memory like Electrically Erasable Programmable Read Only Memory.  

 
3.2 Access Management Layer: 

This is the access layer which controls the user access into the IOT network. This layer provides methods 
for the various devices to have universal unique identifications over the vast IOT network. It also provides 
policy management for accessing control. The access of the various devices and sensors into the IOT network 
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can be either direct access or indirect access. An example of indirect access can be ZigBee devices connected 
using the ZigBee gateways. Another example for the direct access can be an Intel Galileo device connected 
directly to the Ethernet. The access management can also involve the development of a password-based secure 
access system into the IOT network. Such a password access system can provide each device in the IOT 
network with a unique password to perform secure access into IOT network. 
 
3.3 The Transport Layer: 

The Transport layer is the next layer in our reference IOT architecture it acts like communication layer 
connecting the various devices. There are multiple communication protocols such as HTTP, MQTT and XMPP 
which act between a device and the data in the cloud [7]. We can select any protocol which is suitable for 
satisfying the needs of the business. HTTP stands for Hypertext Transfer Protocol. HTTP woks as a response-
response protocol operating in a client-server model. HTTP is the most popular web protocol and run over 
Transmission Control Protocol (TCP). MQTT stands for Message Queue Telemetry Transport. MQTT is one of 
the protocols that can not only send data from device to the cloud but can also receive data from the cloud. 
MQTT is suitable for a big network of small devices that need to be controlled from the cloud. XMPP stands for 
Extensible Messaging and Presence Protocol. XMPP can provide easy device to device communication. Both 
MQTT and XMPP are designed to run on top of TCP. 

 

                                    
Fig. 3: Reference architecture for IOT. 
 
3.4 Event Processing Layer: 

The output from the communication layer is considered as input to this layer. Therefore, this layer will 
gather the various events and will be able to process it and act upon it. The most important usage of this layer is 
to store the data into databases.  Based on the occurring events, the data is acted upon and manipulated and then 
reorganized. This layer also performs various statistical analysis and 

 
3.5 Applications Layer: 

This layer provides the way for devices to communicate outside of the device oriented system. The 
interaction takes place in a machine to machine communications, which is also known as application program 
interface (API). Here the developers can explore and subscribe to various application program interfaces. The 
application layer is responsible for the required applications to be provided to the users in the IOT network. 
 
Applications Of Iot: 

The applications of IOT cover a wide range of disparate fields. The range of IOT applications is very vast 
and can potentially revolutionize the various facets of the human society on earth. In this section, we discuss 
few applications of IOT encompassing a wide range of different fields to portray the pervasive effect of IOT on 
the future progress of human race. 
 
 

APPLICATIONS LAYER 

EVENT PROCESSING LAYER 

TRANSPORT LAYER 

ACCESS MANAGEMENT LAYER 

DEVICE LAYER 
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4.1 Home Maintenance: 
IOT plays an important role for the development of future smart homes, where most of the things present in 

the home are connected to the internet. 
Figure 4 depicts the application of IOT for home monitoring. The various devices or things in the house of 

the user can be remotely operated and monitored using the smart phone of the user. By entering the appropriate 
commands in the smart phone, the user can control the devices. From the Figure 4, we can observe the 
following: 

1. Television can be controlled using the help of internet for various operations such as increasing or 
decreasing the volume and so forth. 

2. Even the ceiling lights can be connected to the internet where we can turn them on or off without using 
switches. 

3. Lamps are also connected to the internet via sensors and can also be turned on or off without using 
switches. 

 

                                  
Fig. 4: A diagrammatic representation of IOT application for home monitoring. 
 
4.2 IOT for Medical Applications: 

IOT has a potential to significantly improve the health care system in the world [8]. In an IOT based 
healthcare system, the patient can be provided with a sensor device which could be in the form of a wrist watch 
and can monitor the pulse rate, heart beat and blood pressure.  

The sensor device is connected to a pocket medical kit. The Internet can be connected to these medical kits. 
This medical kit can store doctor's number and in case of a change in vital signs such pulse rate and blood 
pressure, the medical kit automatically sends an emergency message to the doctor about the person. This 
medical kit could generate timely reminders for the person to take the doctor- prescribed medicines on time as 
well. 

 
4.3 IOT for Smart Vehicles: 

The IOT technology can be used to perform automatic maintenance of the motor vehicles in a safe manner. 
A multitude of electronic sensors can be fitted into the next-generation automobiles to provide a host of 
advanced safety features [9]. The various automobiles can be provided with several sensors such as engine 
monitoring sensor, gear system sensor and brake system sensor. These various sensors can monitor the working 
condition of the vital parts of the automobile. If any of the automobile parts are malfunctioning, the sensors can 
relay an appropriate warning signal to the driver well advanced in time to avoid the chance of an accident.  

In addition to the vehicle maintenance sensors, pollution control sensors could be fitted as well to the 
automobiles. These pollution control sensors can monitor the amount of carbon monoxide emissons emanating 
from the automobile. If the levels of carbon monoxide emissions cross the required thresholds prescribed by the 
standards of environmental safety, the pollution control sensor could send an appropriate warning signal to the 
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driver. Based on the city laws of environmental safety, this information can be communicated to the pollution 
control department of the city as well.  

 
4.4 IOT for Farm Animal Monitoring: 

In future, even the farm animals such as cows can be connected to the internet [10]. Minute electronic 
sensors placed at the ears of the cow. These sensors can provide a means for unique identification and tracking 
mechanism for the cows. With the help of these sensors the farmer will be able to track the health and 
movement of the cows. When they are left for grazing, cows will be easily tracked with the help of sensors. 
With the health constantly evaluated the cows tend to live a long life.  

 
Conclusion: 

By observing the technological advances in the area of smart phones and embedded devices in the last 
decade, we can envision the power of IOT. We need to further explore new boundaries in IOT and networking. 
We need to form a standardized approach for IOT including universal architecture and common schemes. There 
are two major challenges that IOT faces, first being that the different networks must seamlessly coexist with 
each other and the second issue is about the size of IOT. The current industries are still facing difficulties in 
developing a system where millions of objects are connected to IP networks. Another problem that has to be 
addressed is about the legislation to be formed for IOT to make sure that this technology is not misused. With 
the use of embedded systems and networking of embedded systems, we can create much more growth and 
opportunities for IOT. In the near future, IOT will definitely play an important role in advancing the modern 
technological vistas as well as the next-generation life style of human beings. 
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